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Dancho Danchev, of ZDNet's Zero Day security blog, has posted an entry about Thousands of legitimate sites SQL
injected to serve IE exploit. These SQL injection attacks are targeted towards online games... not only through insecure
web browsers, but through 3rd party media add-ons like Adobe's Flash & Acrobat Reader, RealPlayer, and others that
have not been updated either (time to update those programs too if you have not already done so). Here is the reprint of
Dancho's blog entry:
Once again confirming the trend of having more legitimate sites serving exploits and malware than purely malicious ones,
Chinese hackers have been keeping themselves busy during the last couple of days, launching massive SQL injection
attacks affecting over 100,000 web sites.
The SQL injection attacks serving the just patched Internet Explorer XML parsing exploit, are launched by several
different Chinese hacking groups, and with several exceptions, are primarily targeting Asian countries which is a pretty
logical move given the fact that it&rsquo;s a password stealing malware for online games that is served at the bottom
line.
Which is the most targeted country?
According to some stats from Symantec, China ironically remains the most actively targeted country by the IE exploit,
ironically in the sense that it was Chinese researchers that leaked the exploit at the first place. Moreover, the 100,000
web sites cited as being infected by Symantec, should be taken as a very conservative metric, since more domains are
being injected and as previous campaigns, the number of affected sites could change pretty fast.
Consider for a while the big picture. With or without a patch for the IE exploit, committing cybercrime through the
exploitation of already patched client-side vulnerabilities would continue growing - it has been throughout the entire 2008.
Despite being old-fashioned compared to Russian cybercriminals that would have included the exploit within their web
malware exploitation kits and started serving banker malware instead of password stealing malware, the Chinese
attackers appear to be well aware of this trend, and therefore all of the IE exploit serving sites are also serving several
other exploits targeting Adobe&rsquo;s Flash, Acrobat Reader and RealPlayer for starters.
Recent studies continue emphasizing on the fact that millions of users not only continue browsing the web using insecure
browsers, but also, are so browser vulnerabilities centered and they ignore the rest of the software running on their PCs
as a potential infection vector given they&rsquo;re running an insecure versions of it - and yes they are. Cybercriminals
are aware of this insecure Internet browsing, and are therefore including sets of exploits targeting each and every version
known to be vulnerable of a particular software in order to increase the chances for a successful infection. This particular
SQL injection attack is the most recent example of this mentality.
In 2008, cybercriminals continue infecting thousands of new hosts on daily basis using 2007&rsquo;s critical
vulnerabilities, because instead of patching vulnerable software, the majority of end users remain comfortable with their
false feeling of security.
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